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Overview 
Image Sorter is an application that helps users manage case-related images by allowing 
them to move unnecessary images to the recycle bin. Once an image is marked for deletion 
(blacklisted), the system will automatically delete any future occurrences of that same image 
across all cases. This guide explains the security features and important considerations 
when using the application. 
 
If you were looking for installation instructions, these can be found 👉 here. 

Key Security Features 

System Permissions 
Image Sorter requires special system permissions to move images to the recycle bin. 
Through the app, users gain the ability to delete images that they cannot delete through 
Salesforce's standard interface. This enhanced permission is carefully controlled by the 
application to ensure security while providing necessary functionality. Think of it as a special 
tool that temporarily grants users additional capabilities, but only within the app's secure 
framework. 

User Access Control 
To protect your data, Image Sorter has several layers of security: 
 
1. Permission Set Requirements 

●​  Users must be assigned the "Image Sorter: Standard User" permission set 
●​  Only users with the "Image Sorter: Delete Images" custom permission can delete 

images 
●​  We recommend limiting app visibility to users with these permission, by utilizing the 

“conditional visibility filters” in the app builder. Please consult the 👉 installation 
instructions for further details. 

 
2. Case Owner Restrictions 

●​ By default, only the case owner can delete images 
●​ This ensures that decisions about keeping or removing images are made by the 

person most familiar with the case 
●​ This setting can be adjusted based on your business needs 
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Image Deletion Safety Features 

Recycle Bin Protection 
When images are deleted, they are moved to the recycle bin rather than being permanently 
deleted. The recycle bin has: 

●​ A maximum storage capacity 
●​ A retention period 
●​ The ability to restore deleted images within these limits 

 
Important: Once an image exceeds the retention period or the recycle bin reaches capacity, 
the image cannot be recovered. Please check the Salesforce documentation for specific 
limits. 
 
Note about Restoration: When you restore an image from the recycle bin, its blacklist entry 
is automatically removed. This means future occurrences of this image will no longer be 
automatically deleted, giving you a fresh start with that image. 

Deletion Tracking 

Deletion Log 
The application maintains a detailed log of all deleted images. This log serves two purposes: 
1. Creates an audit trail of all deletions 
2. Provides data for generating usage statistics 
 



Note: The deletion log is automatically enabled. However, if you turn off statistics generation, 
the logging feature will also be disabled. 

Accessing Deletion Records 
●​ You can view deletion records through the "Image Deletion Logs" report 
●​ A pre-built report is available in the "Image Sorter Reports" folder 

 

 

Additional Security Customization 
If you need to add more security measures or adjust visibility settings: 

●​ You can create additional component visibility filters 
●​ These can be customized based on your specific business requirements 
●​ Contact our support team for guidance on implementing custom security measures 

 

Need Help? 
If you have questions about security settings or need assistance with customization, please 
contact our support team. We're here to help ensure Image Sorter meets your security 
requirements while remaining easy to use. 
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